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Abstract: The 21st century is the age of netizens. Internet has 

become a source of knowledge and platform for social media. 

Social networking sites have gained huge momentum among all 

age groups and the popularity has attracted users to devote hours 

on social networking and contributing to a huge repository of 

information at every minute. Privacy of this information becomes 

a critical function of the database. Since personal information of 

the user is subject to cyber crimes therefore, database level 

privacy is a fundamental requirement to protect the data. 

Principles of Hippocratic databases are used to manage privacy 

of data that rests in database. This paper provides a literature 

review of 12 papers published in various journals and 

conferences and highlights the work done in database privacy 

with Hippocratic Databases. This paper will provide insights on 

various domains where principles of Hippocratic Databases have 

been implemented. 

1. INTRODUCTION 

An online social network is a network of geographically 
dispersed users i.e. individuals, groups or organizations who 
connect and interact through messages, chats, comments, 
images and share relationships like friends, family, business 
partners over online media. A social networking website is an 
online community that provides a platform for online social 
networking to users. According to The Guardian article 
published online [10], Facebook has claimed to have 1.23 
billion active users as in December, 2013. With the popularity 
of social networking websites, the numbers of social network 
users have increased significantly. 

A social network user can make friends, search for friends, 
share thoughts, images and videos, use diverse applications, 
publish contents, and send messages and chats to each other. 
Thus, social networking sites collect huge amount of 
information including user preferences like sport teams, 
movies, television series, hobbies, games, and personal and 
sensitive information like name, address, email address, 
contact details, gender, date of birth, educational background, 
work details, profile pictures, languages known, religious 
views, political views etc. creating a massive repository of 
user data. All this information can reveal a lot about the user. 
Therefore, a major concern while maintaining this huge 

repository is privacy of user’s personal information. Personal 
data is easily accessible without user’s knowledge leading to 
privacy breach. Social Networking sites have enforced privacy 
and security features which are activated based on the settings 
applied by the user but lack of knowledge about privacy 
policies and willingness of the user to share information leads 
to user profiles being attacked by corporate and businesses to 
gather data and use it. Users may not be aware that their 
information is being collected or what information is being 
collected exactly. 

Privacy is the right of individuals to determine for themselves 
when, how and to what extent information about them is 
communicated to others 1. In the age of social networking, 
privacy violations have subsequently increased. Users make 
friends easily over online community without much 
acquaintance and end up disclosing their private data. 

2. PRINCIPLES OF HIPPOCRATIC DATABASE 

The objective is to apply the principles of Hippocratic 
Database on Social Networks to maintain database privacy. 
The principles of Hippocratic Databases originated from 
‘Hippocratic Oath’ of medical or law profession. Every 
principle of Hippocratic Database has been laid down by 
Agrawal et al. [2002] [13]. The sample Hippocratic Oath is 
given below to get a better understanding of the base concept 
of Hippocratic principles. 

“What I may see or hear in the course of the treatment or even 
outside of the treatment in regard to the life of men, which on 
no account one must spread abroad, I will keep to myself, 
holding such things to be unutterable”  

The ten principles of Hippocratic Databases are: 

1. Purpose Specification 

For every information stored in the database, the purpose for 
which the information was collected should be associated with 
the information. For example, when a table is created, the 
purpose of creating the table and reason of collecting the table 
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information (i.e. attributes) must be stored. This will also 
ensure that the relevance of the table is known and any 
modification or updates are implemented keeping the purpose 
in mind. 

2. Consent 

The purpose associated with personal information shall have 
consent of the donor of the personal information. Consent is 
needed to determine what information should be disclosed to 
which group. For example: Donor may share personal 
photographs with only family and keep them invisible for 
friends. 

3. Limited Collection 

The information collected should be limited to minimum 
necessary for accomplishing the specified purposes. Social 
networking sites collect “as much data as possible”. There 
should be difference between collection and use of data. 

4. Limited Use 

The database should run only those queries that are consistent 
with the purposes for which the information has been 
collected. For example: the profile view may be different for a 
stranger and a friend depending upon the privacy settings 
which will affect the query to retrieve customized information. 

5. Limited Disclosure 

The personal information stored in the database should not be 
communicated outside the database for purposes other than 
those for which there is consent from the donor of the 
information. Donor’s privacy preferences must be enforced to 
ensure limited disclosure. 

6. Limited Retention 

Personal information should be retained only as long as 
necessary for the fulfilment of the purposes for which it has 
been collected. The period of retention should be reasonable. 
It is possible that the information is retained for an extended 
period of time due to statistical computation. In such cases, 
information for personal identification can be removed. 

7. Accuracy 

The personal information stored in the database should be 
accurate and up-to-date. Accuracy is needed to eliminate data 
inconsistency. 

8. Safety 

Personal information should be protected by security 
safeguards against theft and other misappropriations. 

9. Openness 

A donor should be able to access all information about the 
donor stored in the database. 

10. Compliance 

A donor should be able to verify compliance with the above 
principles. Similarly, the database should be able to address a 
challenge concerning compliance. 

3. LITERATURE REVIEW 

 

Fig. 1: Papers published during the years 

Hippocratic Database Concepts: Agrawal et al [13] has laid 
down ten founding principles of Hippocratic databases based 
on the Hippocratic Oath of physicians that defines the 
responsibility of the database system to effectively manage 
and control the private information of users stored in the 
database. This paper recognises that all the data in the world 
does not live in database alone and Hippocratic databases with 
the central focus of privacy will be an additional inducement 
for privacy sensitive data to move to such storage structures. 
The paper has covered the fundamentals of database systems 
highlighting statistical and secure databases, US Privacy 
Regulations and Guidelines. The ten principles have been 
explained in the previous section. ‘Purpose’ is the central 
concept around which database level privacy is built on. The 
paper has presented strawman architecture of Hippocratic 
database emphasizing on privacy metadata tables. The 
principles have been explained using an example of a 
customer placing order for any item and how each principle 
plays a role in keeping the information safe or tracking of 
information. The paper lastly describes the challenges faced 
like language for P3P, efficiency issues in multilevel secure 
databases, limited collection, retention, disclosure, openness 
and safety. 

Shield Privacy Hippocratic Security Method for Virtual 

Community[12]: This paper mainly incorporates four aims i.e. 
a) A better privacy-preserving method not only for data 
mining but also in protecting of information resources; b) 
Protect data at rest such as in database structures and other 
forms of information resources; c) Apply the Hippocratic 
database principle to enforceable Hippocratic security policies 
and procedures; and d) Implement the solution and validate it 
in real world situation. To incorporate these goals, the 
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foundation pillars are Privacy, Information Security and 
Authentication & Access Control. The paper proposed a 
conceptual framework for shield privacy in a virtual 
community based on four steps: a) Separation of Data where 
personal/private information of user and operational 
information are stored in separate databases; b) Recognization 
of user through anonymous / pseudo anonymous/ non-
anonymous identity and Memorization of the identity; c) 
Protection of information stored in database and Restriction on 
the usage of this information in database though access 
controls and secret sharing scheme; d) Mediation and 
Coordination between user and the community in terms of 
privacy of data, accessibility. It also presented architecture and 
implementation strategies for a virtual community, and testing 
methods with a real industry strength collaborative 
environment for knowledge sharing and discovery. 

Towards a Hippocratic Log File Architecture: The need for 
information logging for security and computer forensics is 
undeniable raising the issues of privacy concerns for the 
owner of the information. A Rutherford et al [11] has 
proposed architecture for maintaining privacy in log files 
through the implementation of the ten principles of 
Hippocratic database. A layered view of Hippocratic log file 
architecture has been introduced where log files are 
‘surrounded’ by metadata. Access to log files access through 
metadata layer ensuring information is accessed based on the 
purpose defined and user consent giving higher control over 
private information. The paper covers the operation of query 
processor and explains the process of aggregation and 
sanitization. 

Privacy and Social Networking Sites [14]: The publication 
discusses about the growing popularity of social networking 
sites among college students to connect with people and 
understanding how personal information may be accessed and 
used against individuals. The author has cited various 
examples showcasing that any information posted online is no 
longer private. Insights of ethical implications through real 
world examples have been cited. Basically the author 
highlights how social networking sites have impacted the lives 
of youngsters who do not understand the criticality of privacy.  

Privacy Aware eLearning Environments Based on Hippocratic 

Database Principles [5]: The author has created a prototype 
model of e-learning environment that implements the 
principles of the HDB database. In order to prove the usability 
and viability of the model, a comparison of the performance of 
the production eLearning system with prototype model has 
been done. 

Hippocratic Social Network [2]: The authors performed 
privacy literacy survey to study the privacy awareness among 
Facebook users. The statistics revealed that 50% users of 
Facebook never read Facebook privacy policy and though 
most of the Facebook users don't want to share their profile 

information, most of them never read the permission message 
before granting the permission. They also proposed a 
framework using Hippocratic principles to enhance personal 
level privacy in social network consisting of following four 
components i.e. watermarking module, OSN Interaction 
module, Data Perturbation Module and HSN Repository. The 
authors have explained the principles of Hippocratic 
Databases like retention, compliance, consent, sharing using 
table schemas. 

Application of Hippocratic Principles for Privacy 

Preservation in Social Networks [4]: The paper highlights 
various types of privacy breaches in social networks like 
identity, attribute, link and candidate degree disclosure. 
Authors have categorized information as must-needed 
(mandatory information to join social network), least-needed 
(rarely needed information) and moderately-needed 
information (additional information) based on which two 
scenarios have been mentioned classifying the need for this 
segregation. Based on these scenarios, the authors have 
proposed a privacy preserving model based on Hippocratic 
principles specifically for Purpose, Limited Disclosure, 
Consent and Compliance. Authors have quoted that the 
mechanism proposed can be applied to legacy applications and 
database query construct upon customization. 

Owner-Controlled Towards Personal Information Stored in 

Hippocratic Database [7]: The paper highlights the 
importance of preserving privacy and introduces strawman 
architecture of owner-controlled Hippocratic database that 
focuses on the owner of information the right to decide what 
information of him can be stored in the database. 

Privacy-Preserving in Web Services using Hippocratic 

Database [9]: Web services collect customer’s personal 
information. The authors emphasized on data anonymization 
whenever data is released to some third party, privacy 
preservation in context of data mining and use of Hippocratic 
database to incorporate privacy protection in relational 
database systems. The authors have produced quantitative 
results and performed analysis. Authors have implemented the 
principles of Hippocratic database on a section of e-learning 
environment that keeps student information and have proposed 
an efficient model for the same. The result of preserving 
privacy in eLearning model is a normalized relational model. 
The paper has also highlighted the issues in database systems 
i.e. privacy, security and access control. 

Extending Relational Database Systems to Automatically 

Enforce Privacy Policies [15]: The paper has highlighted that 
the security offered by commercial databases is not sufficient 
to implement privacy compliance. The main contributions of 
the paper are: a) Row, Column and cell level restrictions in 
terms of language construct; b) semantics of combining 
multiple restrictions; c) Transition algorithm from P3P to the 
proposed construct.  
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SQL Privacy Model for Social Networks [6]: Authors have 
identified the key elements of privacy as purpose, visibility, 
generalization, and retention. The contribution of the paper is 
twofold: one is to extend SQL to preserve privacy in 
mandatory access control models and another is to extend the 
SQL security model to preserve privacy in discretionary 
access control models. 

An approach for detecting profile cloning in online social 

networks [3]: The paper has emphasized on the issue of profile 
cloning in social networks where an attacker forges the user 
profile information and friend circle to deceive other social 
users. The authors have identified two kind of profile cloning 
in OSNs: profile cloning and cross site profile cloning. 
Authors have presented a detection process and profile 
similarity. 

4. CONCLUSION 

Though the concept of Hippocratic Database emerged in 2002 
to protect the privacy of data that rests in database, the 
principles of Hippocratic Database have been implemented in 
various different platforms and data sets. Since social 
networking sites have a growing demand in today’s society to 
connect with people, the principles can lock the personal 
information of users at database level. Therefore, social 
networks that accumulate huge amount of private information 
need a secure database design for privacy. Hippocratic 

Databases
 [13]

, Shield Privacy Hippocratic Security Method for 

Virtual Community
 [12], Towards a Hippocratic Log File 

Architecture
 [11]

, and Hippocratic Social Network [2] are the 
papers that allow to extent research on implementing the 
principles of Hippocratic databases in Social Networking 
environment. 
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