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Abstract: With increased usage of internet in many fields, many
security threats affect our network. IP Spoofing plays major role
among all other types of network attacks. For example, we generally
click on unwanted website link & fill our personal information asked
on that website which leads to be misuse of our personal information,
even your IP addresses and MAC addresses of your system. Thus, it
is very important that we should know that such techniques exist &
what we should do for avoid such act. This study paper shows
comparison of IP Spoofing with other types of attacks. In this paper,
we will give a brief introduction of the spoofing techniques & how it
is related with IP Spoofing. IP spoofing is a very basic technique
used by the attackers and it is used to steal our personal information
misusing it. In reality the attacker is fooling (spoofing) the distant
computer into believing that they are a genuine member of the
network. The aim is to establish a connection that will allow the
attacker to gain root access to the host, permitting the creation of a
back door entry path into the target system.

1. INTRODUCTION TO IP SPOOFING

The Spoofing is the creation of TCP/IP packets using other’s
IP address. That address is used by the target machine only
when it answers back to the source. IP spoofing is a central
part of many network attacks that do not need to see responses
(blind spoofing). In [11]this attacker gains an unauthorized
access to a computer or a network by making it apparent that a
malevolent message has come from a trusted machine by
“spoofing” the IP address of that machine. Criminals have
learned the tactic of masking their true identity, from disguises
to pseudonyms to caller-id blocking. A common
misconception was that "IP spoofing" can be used to hide your
IP address while sending e-mail, chatting on-line, surfing the
Internet, and so on. This is normally not true. Forging the
source IP address causes the responses to be misused, sense
you cannot create a normal network connection.

Spoofing is the action of making something look like it is not
in order to gain unauthorized access to a user's personal
information. There are in [12] following type-

. IP Spoofing

. URL Spoofing

. Email Spoofing

. DNS Spoofing

. Caller id spoofing

. Voice mail spoofing
Even the attackers are classified in [4] as:-

. Dos (Denial of service)

. DDos (Distributed Denial of service)

. Non-Blind Spoofing

. Blind Spoofing

. Man In The Middle Attack
Attacks are aimed at preventing customers from accessing a
service. We are concentrating only on the IP address or IP
spoofing in this paper.IP Spoofing used to create DoSattacks.

2. TYPES OF ATTACK

In network generally these four types of attacks play major
role. insulation of winding from the direct contact of
atmospheric oxygen.

2.1 Man In The Middle Attack(Mitnick Attack)

The attack— IP spoofing and abuse of trust relationships
between a user channel and attacker channel. In this type of
attack in which attacker are create the one sequence number at
that time server are response and generate one SYN key.
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Fig. 1: Mitnick Attack
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Now user got the key now user are generate ACK key [13].
Than successfully done work. At the end of here one
communication channel are established.

Here in man in middle attack one other type are there that call
Session Hijack. IP spoofing used to eavesdrop takes control of
a session. Attacker normally with in a LAN on the

communication path between server and client. Not blind,
since the attacker can see how much traffic from both server
and client. Here in session hijack normally attacker told to
server, | am a user and attack told user, I am the server. In
communication channel

between her attacker all create

normally [7].
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Fig. 2: Session Hijack

2.2 Dos (Denial of service)
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Fig. 3: DOS attack

The attacker spoofs a large number of requests from various IP
addresses to full a Services queue. With the services queue
fully filled, legitimate users cannot use the service. And it will
attack thorough the fake User. That user is already spoofed by
attacker. IP Spoofing can be used to create DoS attacks [3].

2.3 DDos (Distributed Denial of service)

Many other types of DDos are possible.DoS becomes more
dangerous if spread to multiple computers. Here Attacker
makes large number of SYN connection to requests a target
servers on the half of a DoS’d server. Then Servers send SYN
and ACK to spoofed server, are cannot respond. It is already
DoS’d server user very fast fill, [10] as each connection
request will have to go through a process of sending several
SYN and ACKs before it times out [5].

Attacker makes large number of SYN connection to requests a
target servers on the half of a DoS’d server. then Servers send

SYN and ACK to spoofed server, are cannot respond. It is
already DoS’d server user very fast fill, as each connection
request will have to go through a process of sending several
SYN and ACKs before it times out [6].
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Fig. 4: D’DOS attack
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3. BACKGROUND

3.1 IP Spoofing

IP spoofing attack is when an intruder attempts to costume
itself by pretending to have the source IP address of a trusted
host to access to specific resources on a trusted network. And
also we can say that we track the trusted IP address and we use
that IP address and attack to the server and we download the
all the data [2]. IP spoofing is basically forging or falsifying
(spoofing) the source IP addresses in IP packets.

Atacante
End: 1.1.1.1

Host confidvel
End: 3.3.3.3

Fig. 5: IP Spoofing

IP spoofing is one of the most common methods of on-line
cover-up. In IP spoofing, an attacker gains unauthorized
access to a computer or a network by making it appeared that
a mean message has come from a trusted server by “spoofing”
the IP address of that computer.

3.2 URL Spoofing

URL spoofing is the process of creating a fake URL which
impersonates a reasonable and secure website. The spoofed
URL or website address looks like the original and safe URL,
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but actually it is (Hyperlinks) redirecting all the traffic to a
‘booby trapped’ website.
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Fig. 6: URL Spoofing

Such websites and forged URLs are primarily used in
cybercrimes such as identity theft, phishing, and various
scams. The forged or spoofed URL is [14] sent to as many
target victims as possible through different means, including
emails, texts, and instant messaging.

Type of URL spoofing

e  popup windows

e unwanted advertisement

e instant massaging

This kind of link set up has also included one or more null
characters before the '@' sign to disguise the true destination
of a link and prevent it from displaying correctly in the
browser address bar or status bar. This URL spoofing (or URL
cloaking) is a vulnerability in some browsers like Mozilla and
Internet Explorer. Try this next link to see if your browser is
vulnerable to this exploit and observe the shocking result if it
isgoogle.com.

If  your browser is  vulnerable, you may
seehttp://www.yahoo.com in your browser status bar while the
mouse is positioned over the link or if you click on the link,
you may found http://www.yahoo.com in your browser
address bar, while our home page is displayed in the

Browser window. The above URL uses multiple null
characters which has the effect pushing part of the full URL
out of the visible part of some browser's status bar, thereby
only showing http://www.yahoo.com. In other cases, including
Microsoft's Outlook, it can take only one null character. If
your browser is not page show, patch Internet Explorer
browsers will show the page cannot be displayed as an error in
the opening of that page.

Insert the following script into the HTML of your page and
spoofurl.com are automatically writeagain your outgoing links
for you.

<scriptsrc="http://spoofurl.com/spoofurl.js"
type="text/javascript"></script>

Spoof URL also supports embedded JavaScript redirects from
your page. This allows you to handle out links to your site
which will automatically redirect through SpoofURL and onto
your affiliated link, while maintaining the reference header as
your site. It's easy to do, [8] simply embed the following in
between the <head> tag of a page that you can control
(exampledomain.com/1.html):

<script>

Var redirect Url=
"http://spoofurl.com/301/merchantsite.com/affiliateld.html"
<script
src=https://spoofurl.com/spoofurlRedirect.js"type=text/javascr
ipt"></script>

3.3 Email Spoofing

E-mail spoofing is the forgery of an e-mail header so that the
message appears to have originated from someone or
somewhere other than the actual source. Distributors of
Attacker often use spoofing in an attempt to get recipients to
open, and possibly even respond to, there solicitations.
Spoofing is used legitimately. Classic examples of senders
who might prefer to disguise the source of the e-mail include a
sender reporting mistreatment by a spouse to a welfare agency
or a "whistle-blower" who fears retaliation. However, spoofing
anyone other than yourself is illegal in some jurisdictions [9].

Address Spoofing
Mail from A using C address

—

Non-delivery report from B
to the sender address

caroline@abc.com

B

Spammer

Mail rejected :
- blocked by anti-spam,

- virus in attachment,

- recipient does not exist,
- mailbox full,

- efc.

romain@truc.com

Fig. 7: Email spoofing

3.4 DNS Spoofing

DNS spoofing (or DNS cache poisoning) is a computer
hacking attack, whereby data is entered into a Domain Name
System (DNS) name server's cache database, causing the name
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of server to back an incorrect IP address, diverting traffic to
other computer (often the attacker's). DNS spoofing is [1]
another one of the man-in-the-middle attacks that can force
victims to navigate to a fake website purporting to be a real
one.

DNS spoofing is based on presentation of fake DNS
information to a victim in response to their DNS request and,
as a result, forcing them to visit a site which is not the real one

% Attacker

Fig. 8: DNS Spoofing

4. RELATION BETWEEN
OTHER TYPES

IP  SPOOFING AND

4.1 URL Spoofing with IP spoofing

In URL spoofing we know that any website have same IP
address and when we click on the URL at that time we are
spoofed Here it is based on IP spoofing. Here in URL
Spoofing when we click on URL at that time generate the on
packet at that packet have on source address and one
destination address. Here the over IP address trace to the
attacker and attacker are miss used over IP Address.

Source IP URL Packet Destination IP

Fig.9 - URL packet

4.2 Email Spoofing with IP spoofing

In email spoofing, when we reply any email at the same time
that email have same IP address. Here at email, it has header
with same IP source IP address and destination IP address. In
this email same attacker add same effective mater put at that
time we click on any link or we also reply at that email at that
time two condition are there .one is when we click on the link
at that time URL type spoofing are assure. And second

condition are there when we reply that email at that time over
IP address are transfer or attach with Email header now
attacker reader over IP address.

4.3 DNS Spoofing with IP spoofing

DNS spoofing, attacker create the Omni DNS server at the
time when user open any site using the same server, the site
bounce the address and the user get connected to the fake
server but that fake are operated with the attacker now attacker
are hack over IP address and over your information.

Here while DNS spoofing is also spoofed becoming the base
of IP spoofing [1].

Internet header information helps you track the origin of email messages.

Return-Path: <danjpalmergihotmail com: -~

Received: frarn rly-xb0B. m:x aol.com (fly-xb0B. mail. aol.com [172.20.64.52]) by

air-xb01. mail aol.com (106.2) with ESMTP id MAILINAE13-6c24 a9k T, Fri,

10 Jun 2005 12:17:10 -0400

Received: frarm hotrnail. com (bay101-228. bay101 hotmail com [B4.4.56.38]) by

tly-xb0B. mix aol com f106.2) with ESMTP id

MAILRELAYINXBEY -Bc34258bcfd37f, Fri, 10 Jun 2005 12:17:01 -0400

Received: frorn mail pickup service by hotmail. com with Microsoft SMTPSWC;
Fri, 10 Jun 2005 09:15:10 -0700

Message-ID: <BAY101-F2B8EE1BECBCEF A4ADIIFF31 COFFOG@phyx. gbl=

Received: frorn 54.4.56.203 by by101fd. bay101. hotmail. rsn. com with HTTP;
Fri, 107 Jan TE:15:09 GMT

#-Originating-1P: [B4.4.55 03]

H-Originating-Ernail: [danjpalmen@@hotrmail.com]

¥-Sender danjpalmeng@hotmail com

From: "Dan Palmer" <danjpalmen@hotmail. corms=

To: xdanjpalmerx@acl.com

Subject: Test

Diate: Fri, 10 Jun 2005 17:15:09 #1100

Mime-*ersion: 1.0

Content-Type: text/plain; format=flowed

F-Original&rrivalTime: 10 Jun 2005 16:15:10.0060 (UTC)

FILETIME=[92F122C0:01C56007]

RAQL-IP: 64.4.56.35

RAQL-SCOLL-SCORE: 0:2:317765080:11327976

RAQL-SCOLL-URL_COUNT: O

Glgse

Fig. 10: Email Header

5. CONCLUSIONS

With the current implementations of spoofing, the network
security community needs to be aware of the magnitude and
potential cost of these types of attacks. IP Spoofing is related
with other types of spoofing like Email Spoofing, URL
Spoofing, and DNS Spoofing and after study about the IP
Spoofing we conclude that many types we can be attacked or
many ways an attacker can misuse our information. Our study
shows that IP Spoofing play major role compare to other
network attacks so never click on any fake URL, never talk
with the stranger, never reply the unwanted Email.
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